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Proprietary Notice

The information contained in all sheets of this document, proposal, or quotation constitutes trade
secrets and/or information that is commercial or financial and is deemed confidential or
privileged. It is furnished to prospective customer in confidence with the understanding that
prospective customer will not, without the permission of Payten Teknoloji A.S. (from now on
called Payten), use or disclose for other than evaluation purposes the information contained
herein which is solely confidential and proprietary to Payten (“Payten Confidential
Information”). In the event a contract is awarded on the basis of this document, proposal, or
quotation, prospective customer shall have the right to use and disclose Payten Confidential
Information to the extent provided in the contract. The restriction does not limit prospective
customer right to use or disclose such information if obtained from another source without

restriction.
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3D Model

3D Pay, 3D islemleri destekleyen, 6deme sayfasina temel internet entegrasyon modelidir

Temel Ozellikler:
e 3D ile, Kredi Karti ile yapilan islemlerin glivenligini saglar.
o Uye is yeri entegrasyonu icin HTTP Post metodunu kullanir.
e Kredi karti sayfasi Uye is yeri tarafinda tutulur.

o Odeme islemi Payten tarafindan otomatik tamamlanir.

Gerekli olan tim aligveris verileri misteriden saglandiktan sonra, Gye is yeri sunucusunda
benzersiz bir Siparis Numarasi olusturulur. Bu siparis numarasi ve gerekli parametler (Siparis
tutan, para birimi, misteri adi/soyadi gibi) Payten' e (6deme gecidi) HTTP Post metodu ile

gonderilir.

Kart 6deme metotlarinda Uye is yeri sunucusu kart detaylarini yani kart numarasi, kart
guvenlik numarasini ve son kullanma tarihi gibi bilgileri ibraz etmesi gerekir. Kart bilgileri
musteriden elde edildikten ve Siparis verildikten sonra 3D akisi (kayit ve dogrulama
sorgulamasi) baslar. 3D akisinda, misterinin 3D dogrulama bilgileri karti veren banka
tarafindan dogrulanir. Bankanin musteriyi dogrulamak icin kullandigi yontemler degisiklik
gosterebilir. Ornegin; 3D dogrulama metodunun kullaniminda bankaya gére 3D giivenlik

sifresi, tek kullanimlik sifre, givenlik sorusu gibi yontemlerle farklilik gbsterir.

Entegrasyon sulreci kolaydir.

2. Bankanin SSL sertifikasi kullanilir. Bu nedenle, yazilimda modifikasyon yapilamaz.
Uye is yeri zorunlu olan bilgiler disinda kendi istedigi verileri de POST edebilir ve bu
bilgileri bankadan geri alir. Ornedin; kullanici adi, kullanici e-posta adresi, kullanici

kimlik numarasi gibi.
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Payten 3D Model Akisi

N-€ESwlPAY 3D PAY MODEL
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3D Sonug
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3D Model Diagram

1.Hizli Baslangic¢ Kilavuzu

Baslamadan 6nce:

Odeme islemlerinin sorunsuz gerceklesebilmesi igin mevcut CORS (Cross-Origin Resource
Sharing) politikaniza tarafiniza iletilen test ve prod domainlerini eklemenizi rica ederiz.
Litfen Access-Control-Allow-Origin baslhdiniza domainleri dahil ederek giincelleme
yapiniz.

PCI Standartlar geregi okUrl, failUrl ve callbackURL’lerin requestler igerisinde kullanilan
URL'lerin https:// oldugundan emin olunuz.

PCI standartlari geregi tarayicilarda sayfa vyapisini dedistiren harici eklentiler
engellenebilecektir. Sayfanin yapisi degistiren eklentiler kullanmadiginizdan emin olunuz.

API islemlerini API Kullanicisi ile vapiniz. Uve isveri voneticisi ile API'dan islem vabilmamalidir.
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1.1 Gonderilen Gizli Parametreler

Zorunlu girdi parametrelerini gizli olarak Nestpay Odeme Gegidinde yer alan

https://[host name]/fim/est3dgate linkine iletilir

clientid: Uye is yeri numarasi (Payten tarafindan verilen numaradir.)

storetype: “3d_pay” (Madaza da kullanilan 6deme model tipi)

hash: Kullanici dogrulama igin Hash dederi

hashalgorithm: Kullanic dogrulama igin kullanilan Hash algoritmasi

islemtipi: "Auth" (Satis)

amount: Tutar

currency: ISO para birimi kodu (TL igin 949)

oid: Siparis numarasi

okUrl: Payten Odeme Gegidine gelen basarili islem bilgilendirmesini (iye is yeri tarafindaki basarili islem
bildirimi icin 6nceden belirlenmis olan URL' e iletilir.

failUrl: Payten Odeme Gegidine gelen basarisiz islem bilgilendirmesiniliye is yeri tarafindaki basarisiz
islem bildirimi icin dnceden belirlenmis olan URL' e iletilir.

lang: Payten 6deme sayfasinda kullanilan dil. (Tiirkge igin "tr", ingilizce igin "en")

pan: Kredi Karti Numarasi

Ecom_Payment_Card_ExpDate_Year: Kredi karti son kullanma tarihi (Yil)

Ecom_Payment_Card_ExpDate_Month: Son kullanma tarihi (Ay)

1.2 Zorunlu Parametre Seti ile HTTP Ornegi

<form method="post" action="https://host/fim/est3dgate">
<input type="hidden" name="clientid" value="990000000000001"/>
<input type="hidden" name="storetype" value="3d" />
<input type="hidden" name="hash" value="iej6cPOjDd4IKgXWQEznXWqlLzLI=" /> <input
type="hidden" name="hashAlgorithm" value="ver3" />
<input type="hidden" name="islemtipi" value="Auth" />

<input type="hidden" name="amount" value="91.96" />

<input type="hidden" name="currency" value="949" /> <input

type="hidden" name="0id" value="1291899411421" />

<input type="hidden" name="okUrl"value="https://www.teststore.com/success.php"/> <input
type="hidden" name="failurl" value="https://www.teststore.com/fail.php"/> <input type="hidden"
name="lang" value="en" />

<input type="hidden" name="rnd" value="asdf" />
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<input type="hidden" input name="pan" value="4242424242424242">
<input type="hidden" input name="Ecom_Payment_Card_ExpDate_Year" value="28" > <input

type="hidden" input name="Ecom_Payment_Card_ExpDate_Month" value="10"></form>

1.3 3D Dogrulama

3D akisinda, muisterinin 3D dogrulama bilgileri karti veren banka tarafindan dogrulanir. Bankanin
misteriyi dogrulamak igin kullandidi yéntemler degisiklik gésterebilir. Ornegin; 3D dodrulama
metodunun kullaniminda bankaya goére 3D glivenlik sifresi, tek kullanimlik sifre, glivenlik sorusu

gibi yéntemlerle farkhlik gosterir.

1.4 Odeme

Odeme Payten tarafinda yapildidi icin islem otomatik olarak édemeye ydnlenir.

Islem basarili ise miisteri okUrl sayfasina yoénlendirilir. Uye is yeri tarafindan génderilen tiim
parametreler {iye is yerine geri déner. Uye is yeri parametrelerin yani sira, ag gegidi yanit
parametrelerini dondurir ve MPI yanit parametreleri (3D guvenli islem akisi ile ilgili) Ek A. da

mevcuttur.

islem basarisiz ise failUrl’e yénlendirme yapilr.

2. Temel Entegrasyonlar

2.1 HTTP Post Entegrasyonu

Gegerli bir siparis parametresi HTTP form ile gizli parametre olarak Payten' e
gonderilir. Zorunlu parametrelerine lye is yeri ek olarak siparis faturasi / teslimati ve siparis
edilen Grinldnin detaylarini Payten' e génderebilir sonrasinda gonderilen bu bilgiler tye is yeri

yoénetim ekranindan gérilebilir. istege bagli olan parametrelerin aciklamalari icin Ek A. ya bakiniz

2.1.1 HTTP Formunda Zorunlu ve Istege Baglh Parametrelere Ornek

<form method="post” action="https://host/fim/Nestpaygate”>

<input type="hidden” name="clientid” value="990000000000001"/>

<input type="hidden” name="storetype” value="3d_pay” />

<input type="hidden” name="hash” value="iej6cPOjDd4IKgXWQEznXWqlLzLI=" />
<input type="hidden” name="trantype” value="Auth” />

<input type="hidden” name="amount” value="91.96" />

<input type="hidden” name="currency” value="949" />
<input type="hidden” name="instalment” value="" />

<input type="hidden” name="0id” value="1291899411421" />
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<input type="hidden” name="okUrl"” value="https://www.teststore.com/success.php” / >
<input type="hidden” name="failUrl” value="https://www.teststore.com/fail.php” />
<input type="hidden” name="lang” value="tr" />

<input type="hidden” name="rnd” value="asdf” />

<input type="hidden” input name="pan” value="4242424242424242">

<input type="hidden” input name="Ecom_Payment_Card_ExpDate_Year” value="28" >
<input type="hidden” input name="Ecom_Payment_Card_ExpDate_Month” value="10">
<input type="hidden” input name="cv2"” value="000">

<input type="hidden” input name="encoding” value="utf-8">

</form>

istege bagh Fatura parametreleri:

<input type="hidden" name="tel" value="012345678">

<input type="hidden" name="Email" value="test@test.com">
<input type="hidden" name="firmaadi" value="Benim Firmam">
<input type="hidden" name="Faturafirma" value="John Smith">
<input type="hidden" name="Fadres" value="Adres Satiri 1">
<input type="hidden" name="Fadres2" value="Adres Satir 2">
<input type="hidden" name="Filce" value="Sariyer">

<input type="hidden" name="Fil" value="Iistanbul">

<input type="hidden" name="Fpostakodu" value="34000">

<input type="hidden" name="Fulkekodu" value="90">

istege bagh Teslimat parametreleri:

<input type="hidden" name="NakliyeFirma" value="Teslimat Firmasi">
<input type="hidden" name="tismi" value="Berk Smith">

<input type="hidden" name="tadres" value="Adres Satirn 1">

<input type="hidden" name="tadres2" value="Adres Satiri 2">

<input type="hidden" name="tilce" value="Sariyer">

<input type="hidden" name="til" value="Istanbul">

<input type="hidden" name="tpostakodu" value="34000">

<input type="hidden" name="tulkekod" value="90">

istege bagh Uriin parametreleri:

<input type="hidden" name="ItemNumberl" value="1.l4rin numarasi">
<input type="hidden" name="ProductCodel" value="1.lrln tretim kodu">
<input type="hidden" name="Qty1" value="1.0rin miktar (6rn: 3)">
<input type="hidden" name="Descl1" value="1.l4rln agiklamasi">

<input type="hidden" name="Id1" value="1.l4run Id">

<input type="hidden" name="Pricel" value="6.25">

<input type="hidden" name="Totall" value="7.50">
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2.2 Kart Islemleri

Odeme islemine otomatik gegcildigi icin Uye isyerinin farkli bir adim atmasina gerek yoktur.

2.3 Hash Kontroli

Uye is yeri parametreleri aldiktan sonra, parametreleri dogrulamak igin tye is yeri
sunucusunda bir Hash kontrol edilmelidir. Hash kontroliini saglamak icin mesaj sadece
Nestpay'den gdnderilir. Hashleme yapisi igin birden fazla yontem bulunuyor, bu yéntemlerden
en gincel olup mevcutta kullanilan yontem Hash3 dedigimiz hashleme algoritmasidir. Bu

algoritmayi incelemek igin Hash v3 dékimanini inceleyebilirsiniz.

3. Kod Ornekleri

3D modeli alanlari igin sliregleri izleyiniz. Dederler test amagli eklenmistir. 3D modeli 6rnek
kodlar igine eklenmistir. Uye is yerleri, hesap degisikliklerini dikkate alarak degerleri

tanimlamalidir. Bu kodlar referans olmasi agisindan olusturulmustur.

3.1 ASP Kod Ornegi

ASP Classic icin yerlesik bir SHA-512 Karma Hesaplama kitaphdi yoktur. Bu nedenle ASP klasik
kodunun, SHA 512 karma olusturma icin yerlesik bir kitapliga sahip olan C# veya VB.Net kodunu

kullanacak sekilde genisletilmesi gerekir.

<html>
<head>
<title>3D</title>
<meta http-equiv="Content-Language" content="tr">
<meta http-equiv="Content-Type" content="text/html; charset=1S08859-9">
<metahttp-equiv="Pragma" content="no-cache">
<meta http-equiv="Expires" content="now">
</head>
<body>
<!--#include file = "hex_shal_js.asp" -->
<%
Dim clientld,amount,oid,okUrl,failUrl,

rnd,taksit,islemtipi,storekey,hashstr,hash1,hash,storetype
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clientId="XXXXXXXXX"
amount ="9.95"
oid =""
okUrl = "https://www.teststore.com/success.asp"
failUrl = "https://www.teststore.com/fail.asp" rnd = now()
storekey =  "xxxxxx" storetype = "3d" hashstr = clientld & oid & amount &
okUrl & failUrl &rnd &
storekey hash = b64_shal(hashstr)
%>
<center>
<form method="post" action="https://<host_adrress>/<3dgate_path>">
<table>
<tr>
<td>Credit Kart Number</td>
<td><input type="text" name="pan" size="20"/>
</tr>
<tr>
<td>CVvV</td>
<td><input type="text" name="cv2" size="4"
value=""/></td>
</tr>
<tr >
<td>Expiration Date Year</td>
<td><input type="text"name="Ecom_Payment_Card_ExpDate_Year"
value=""/>
</td>
</tr >
<tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Month" value=""/> </td>
</tr>
<tr>
<td>Choosing Visa/MasterCard</td>
<td>
<select name="cardType">
<option value="1">Visa</option>

<option value="2">MasterCard</option>
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</select>
</tr>
<tr>
<td align="center" colspan="2">
<input type="submit" value="Complete Payment"/>
</td>
</tr>

</table>

<input type="hidden" name="clientid" value="<%=clientld%>"> <input

type="hidden" name="amount" value="<%=amount%>"> <input type="hidden" name="o0id"

value="<%=0id%>">
<input type="hidden" name="okUrl" value="<%=0kUr|%>">
<input type="hidden" name="failUrl" value="<%=failuUrl%>">
<input type="hidden" name="rnd" value="<%=rnd%>" >

<input type="hidden" name="hash" value="<%=hash%>" >

<input type="hidden" name="storetype" value="<%=storetype®%>">

type="hidden" name="lang" value="tr">
<input type="hidden" name="currency" value="949">
</form>
</center>
</body>

</html>

3.2 .Net C# Kod Ornegi

<input

<% @ page language="C#" autoeventwireup="true" inherits="_3DModel, App_Web_fr4klrwv"

% >
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"

"http://www.w3.0org/TR/xhtmI1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtmlI" >

<head runat="server">

<title>3D Model</title>
</head>
<body>

<%

String clientld = "XXXXXXXX";

String amount = "9.95";

nn,

String oid = "";
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String okUrl = "https://www.teststore.com/success.aspx";
String failUrl = "https://www.teststore.com/fail.aspx";
String rnd = DateTime.Now.ToString();
String storekey="xxxxxx";
String storetype = "3d";
String hashstr = clientld + oid + amount + okUrl + failurl + rnd + storekey;
System.Security.Cryptography.SHA1 sha = new
System.Security.Cryptography.SHA1CryptoServiceProvider();
byte[] hashbytes = System.Text.Encoding.GetEncoding("ISO-8859-
9").GetBytes(hashstr); byte[] inputbytes = sha.ComputeHash(hashbytes);
String hash = Convert.ToBase64String(inputbytes);
String description = "";
String xid = "";
String lang = "";
String email = "";
String userid = "";
% >
<center>
<form method="post" action="https://<Host_Address>/<3dgate_path>">
<table>
<tr>
<td>Credit Card Number</td>
<td><input type="text" name="pan"
size="20"/>
</tr>
<tr>
<td>CvVv</td>
<td><input type="text" name="cv2" size="4" value=""/></td>
</tr>
<tr>
<td>Expiration Date Year</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Year" value=""/></td>
</tr>
<tr>
<td>Expiration Date Month</td>
<td><input type="text"

name="Ecom_Payment_Card_ExpDate_Monthvalue=""/></td>
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</tr>

<tr>
<td>Choosing Visa Master Card/td>
<td>
<select name="cardType">
<option value="1">Visa</option>
<option value="2">MasterCard</option>
</select>
</tr>
<tr>
<td align="center" colspan="2">

<input type="submit" value="Complete

Payment"/>
</td>
</tr>
</table>
<input type="hidden" name="clientid" value="<%=clientld%>"> <input

type="hidden" name="amount" value="<%=amount%>"> <input type="hidden" name="oid"
value="<%=0id%>">
<input type="hidden" name="okUrl" value="<%=0kUrl%>"> <input type="hidden"
name="failurl" value="<%=failurl%>"> <input type="hidden" name="rnd"
value="<%=rnd%>" > <input
type="hidden" name="hash" value="<%=hash%>" > <input
type="hidden" name="storetype" value="3d" > <input
type="hidden" name="lang" value="tr">
<input type="hidden" name="currency" value="949">
</form>
</center>
</body>

</html>

3.3 .Net - VB Kod Ornegi

<% @ page language="VB" autoeventwireup="true"
inherits="_3DModel, App_Web_frdklrwv"% >
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0org/TR/xhtml1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml|">

14 | NestPay® | Merchant Integration 3D



Payten

<head runat="server">
<title>3D Model</title>
</head>
<body>
<%
Dim orgClientld As String = "990000000000001"
Dim orgOid As String = "ORDER256712jbs\j6b|"
Dim orgAmount As String = "91.96"
Dim orgOkUrl As String = "https://www.teststore.com/success.php"
Dim orgFailUrl As String = "https://www.teststore.com/fail.php"
Dim orgTransactionType As String = "Auth"
Dim orglInstallment As String = ""
Dim orgRnd As String = DateTime.Now.ToString()
Dim orgCurrency As String = "949"

Dim clientld As String = orgClientId.Replace("\", "\\").Replace("|", "\|")
Dim oid As String = orgOid.Replace("\", "\\").Replace("|", "\|")
Dim amount As String = orgAmount.Replace("\", "\\").Replace("|", "\|")
Dim okUrl As String = orgOkUrl.Replace("\", "\\").Replace("|", "\|")
Dim failUrl As String = orgFailUrl.Replace("\", "\\").Replace("|", "\|")
Dim transactionType As String = orgTransactionType.Replace("\", "\\").Replace("|", "\|")
Dim installment As String = orglnstallment.Replace("\", "\\").Replace("|", "\|")
Dim rnd As String = orgRnd.Replace("\", "\\").Replace("|", "\|")

Dim currency As String = orgCurrency.Replace("\", "\\").Replace("|", "\|")

"AB123456\|".Replace("\", "\\").Replace("|", "\|")

Dim storeKey As String

Dim plainText As String = clientld + "|" + oid + "|" + amount + "|" + okUrl + "|" + failUrl

+ "|" + transactionType + "|" + installment + "|" + rnd + "||||" + currency + "|" + storeKey

Dim result As Byte()

Dim mixer As String

Dim sha As New System.Security.Cryptography.SHA512Managed()

result = sha.ComputeHash(System.Text.Encoding.ASCII.GetBytes(plainText))
Dim hashValue As String = Convert.ToBase64String(result)

Dim description As String = "";
Dim xid As Strlng - uu;
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Dim lang As String = "";
Dim email As String = "";
Dim userid As String = "";
% >
<center>
<form method="post" action="https://<Host_Address>/<3dgate_path>">
<table>
<tr>
<td>Credit Card Number</td>
<td><input type="text" name="pan" size="20" />
</tr>
<tr>
<td>CVvV</td>
<td><input type="text" name="cv2" size="4" value="" /></td>
</tr>
<tr>
<td>Expiration Date Year</td>
<td><input type="text" name="Ecom_Payment_Card_ExpDate_Year"
value="" /></td>
</tr>
<tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Month value=""/></td>
</tr>
<tr>
<td>Choosing Visa Master Card/td>
<td>
<select name="cardType">
<option value="1">Visa</option>
<option value="2">MasterCard</option>
</select>
</tr>
<tr>
<td align="center" colspan="2"><input type="submit"
value="Complete Payment" /></td>
</tr>

</table>

16 | NestPay® | Merchant Integration 3D



Payten

<input type="hidden" name="clientid" value="<%=orgClientld%>">
<input type="hidden" name="amount" value="<%=orgAmount%>">
<input type="hidden" name="o0id" value="<%=0rg0id%>">
<input type="hidden" name="okurl" value="<%=0rgOkUrl|%>">
<input type="hidden" name="failUrl" value="<%=orgFailUrl%>">
<input type="hidden" name="TranType" value="<%=orgTransactionType%>">
<input type="hidden" name="Instalment" value="<%=orglInstallment%>">
<input type="hidden" name="currency" value="<%=orgCurrency%>">
<input type="hidden" name="rnd" value="<%=o0rgRnd%>">
<input type="hidden" name="hash" value="<%=hash%>">
<input type="hidden" name="storetype" value="3D ">
<input type="hidden" name="lang" value="tr">
<input type="hidden" name="hashAlgorithm" value="ver2">

</form>

</center>

3.4 JSP Kod Ornegi

<% @page contentType="text/html;charset=1S0-8859-9"%>
<IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01
Transitional//EN" "http://www.w3.0org/TR/html4/loose.dtd" >
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=1S0O-8859-9">
<title>3D Model</title>
</head>
<body>
<%
String clientld =
IXXXXXXXX"; String amount =
"9.95"; String oid = "";
String okUrl = "https://www.teststore.com/success.jsp";
String failUrl = "https://www.teststore.com/fail.jsp";
String rnd = new java.util.Date().toString();
String storekey="xxxxxx";
String firmaadi = "xfirma";

String storetype="3d";

17 | NestPay® | Merchant Integration 3D



Payten

String hashstr = clientld + oid + amount + okUrl + failUrl + rnd +
java.security.MessageDigest shal

java.security.MessageDigest.getinstance("SHA-1");

String hash =

(newsun.misc.BASE64Encoder()).encode(shal.digest(hashstr.getBytes()));

String description =

" String xid = "";

String lang="";

String email="";
String userid="";
%>
<center >
<form method="post" action="https://<host_address>/<3dgate_path>">
<table>
<tr>
<td>Credit Card Number</td >
<td><input type="text" name="pan"
size="20"/>
</tr>
<tr>
<td>CvVv</td>
<td><input type="text" name="cv2" size="4" value=""/></td>
</tr>
<tr>
<td>Expiration Date Year</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Year" value=""/></td>
</tr>
<tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Month"value=""/></td>
< /tr>
<tr>
<td>Choosing Visa / Master Card</td>
<td>
<select name="cardType">

<option value="1">Visa</option>
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<option value="2">MasterCard</option>
</select>
< [tr >
<tr>

<td align="center" colspan="2">

<input type="submit" value="Complete Payment"/> <
/td >
</tr>
</table>
<input type="hidden" name="clientid" value="<%=clientld%>"> <input

type="hidden" name="amount" value="<%=amount%>">
<input type="hidden" name="0id" value="<%=0id%>">
<input type="hidden" name="okUrl" value="<%=0kUr|%>">
<input type="hidden" name="failurl" value="<%=failurl%>"> <input type="hidden"
name="rnd" value="<%=rnd%>" > <input type="hidden" name="hash"
value="<%=hash%>" <input
type="hidden" name="storetype" value="3d" > <input
type="hidden" name="lang" value="tr">
<input type="hidden" name="currency"value="949">
</form>
</center>
</body>

</html>

3.5 PHP Kod Ornegi

<html>

<head>
<title>3D</title>
<metahttp-equiv="Content-Language" content="tr">
<meta http-equiv="Content-Type" content="text/html; charset=1S0-8859-9">
<meta http-equiv="Pragma" content="no-cache">
<meta http-equiv="Expires" content="now">
< /head >

<body>
<?php

$clientld = "XXXXXXXX";
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$amount = "9.95",;
$oid = "";
$okUrl = "https://www.teststore.com/success.php";
$failurl = "https://www.teststore.com/fail.php";
$rnd = microtime();
$storekey = "xxxxxx";
$storetype = "3d";
$hashstr = $clientld . $oid . $amount . $okUrl .$failUrl . $rnd . $storekey;
$hash = base64_encode(pack('H*',shal($hashstr)));
$description =
"ogxid = "";
$lang="";
$email="";
$userid="",;
?>
<center >
<form method="post"
action="https://<host_address>/<3dgate_path>">
<table>
<tr>
<td>Credit CardNumber</td>
<td><input type="text" name="pan" size="20"/>
</tr>
<tr>
<td>CvVv</td>
<td><input type="text" name="cv2" size="4" value=""/></td>
</tr>
<tr>
<td>Expiration Date Year</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Year" value=""/></td>
</tr>
< tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Month" value=""/></td>
</tr>

<tr>
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<td>Choosing Visa / Master Card</td>
<td>
<select name="cardType">
<option value="1">Visa</option>
<option value="2">MasterCard</option>
</select>
</tr>
<tr>
<td align="center" colspan="2">
<input type="submit" value="Complete
Payment"/>
</td>
</tr>

</table>

<input type="hidden" name="clientid" value="<?php echo $clientld ?>"> <input

type="hidden" name="amount" value="<?php echo $amount ?>"> <input type="hidden"

name="oid" value="<?php echo $oid ?>">

<input type="hidden" name="okUrl" value="<?php echo $okUrl ?>"> <input

type="hidden" name="failUrl" value="<?php echo $failUrl

name="rnd" value="<?php echo $rnd ?>" >

?>"> <input type="hidden"

<input type="hidden" name="hash" value="<?php echo $hash ?>" > <input

type="hidden" name="storetype" value="3d" >

<input type="hidden" name="lang" value="tr">

<input type="hidden" name="currency" value="949">

</form>
</center>
</body>

</html>

APPENDIX A: Gegit Parametreleri

Zorunlu Parametreler

Alan Aciklama

Format

clientid Uye is yeri numarasi

Harf ya da rakam, maksimum
15 karakter
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basarili islem bilgilendirmesini tye is
yeri tarafindaki basaril islem
bildirimi icindnceden belirlenmis olan
URL' e iletilir.

storetype Uye is yerinin 6deme modeli

islemtipi Islem Tipi Harf ya da rakam, gecerli
degerler{Auth, PreAuth,
PostAuth, Void, Credit}

amount Islem tutan Rakam, ondalik rakamlar *,”
veya “.” Ile aynlir. Karakter
kullaniimaz.

currency ISO para birimi kodu Rakam, 3 rakam (TL igin 949)

oid Siparis numarasi Harf ya da rakam, maksimum
64 karakter

pan Kredi Karti Numarasi Maksimum 20 rakam

Ecom_Payment_Car | Son kullanma tarihi (yil) 4 rakam

d_ExpDate_Year

Ecom_Payment_Car | Son kullanma tarihi (ay) 2 rakam

d_ExpDate_Month

okUrl Nestpay Odeme Gecidine gelen Ornek:

http://www.test.com/basarili.ph
p

failUrl Nestpay Odeme Gegidine gelen Ornek:
basarisiz islem bilgilendirmesini Gye | http://www.test.com/basarisiz.p
is yeri tarafindaki basarisiz islem hp
bildirimi icin belirlenmis URL'e iletir.

lang Nestpay 6deme sayfasinda kullanilan | Tirkge icin "tr" , Ingilizce icin
dil. "en"

rnd Hash karsilastirmasi igin kullanilacak | Sabit uzunluk, 20 karakter
rastgele dizedir

hash Kullanici dogrulama igin Hash degeri

Istege Baglhh Parametreler
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Parameter Description Format
refreshtime Saniye cinsinden ydnlendirme
sayaci dederi (okUrl veya
failUrl'ye)
Encoding Gonderilen verinin kodlamasi. En Fazla 32 karakter
Default degeri utf-8dir
description aciklama En Fazla 255 karakter
instalment Taksit adedi Sayi
email Musteri eposta adresi En Fazla 64 karakter
firmaadi Faturalama yapilacak firma adi Maksimum 255 karakter
Faturafirma Faturalama yapilacak musteri adi Maksimum 255 karakter
Faturalama yapilacak telefon
tel numarasi Maksimum 32 karakter
Fadres Fatura 1. adres satir Maksimum 255 karakter
Fadres2 Fatura 2. adres satir Maksimum 255 karakter
Filce Faturalama yapilacak ilce Maksimum 64 karakter
Fil Faturalama yapilacak sehir Maksimum 32 karakter
Fpostakodu Faturalama yapilacak posta kodu Maksimum 32 karakter
Fulkekodu Faturalama yapilacak Ulke kodu Maksimum 3 karakter
NakliyeFirma Teslimat yapilacak firma adi Maksimum 255 karakter
tismi Teslimat yapilacak musteri adi Maksimum 255 karakter
tadres Teslimat 1. adres satir Maksimum 255 karakter
tadres2 Teslimat 2. adres satir Maksimum 255 karakter
tilce Teslimat yapilacak ilge Maksimum 64 karakter
til Teslimat yapilacak sehir Maksimum 32 karakter
tpostakodu Teslimat posta kodu Maksimum 32 karakter
tulkekod Teslimat yapilacak llke kodu Maksimum 3 karakter
id1 1. drin Id Maksimum 128 karakter
itemnumberl 1. Grdn numarasi Maksimum 128 karakter
productcodel 1. Grin Gretim kodu Maksimum 64 karakter
qtyl 1. Grin miktan Maksimum 32 karakter
descl 1. Urdntn agiklamasi Maksimum 128 karakter
pricel 1. Urdn birim fiyati Maksimum 32 karakter
1. Grdn miktan X 1. Grdn birim
amountl fiyati Maksimum 32 karakter
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Islem Yanit Parametreleri

Parameter Description Format
AuthCode Islem dogrulama / Onaylama | 6 karakter
kodu
Response Odeme durumu Olas! degerler: "Approved", "Error",
“Declined”
HostRefNum Banka referans kodu 12 karakter
ProcReturnCode Islem durum kodu 2 basamakli,
onaylanmis: "00"
Nestpay hatasi: "99"
Diger hatalar: ISO-8583 hata kodlari
Transld Islem numarasi Maksimum 64 karakter
ErrMsg Hata mesaji Maksimum 255 karakter
Clientlp Musterinin IP adresi Maksimum 15 karakter
ReturnOid Dbénen siparis numarasidir ve | Maksimum 64 karakter
girilen ile ayni olmahdir
MaskedPan Maskelenmis kredi karti | 12 karakter, érnek: XXXXXX***XXX
numarasi
EXTRA.TRXDATE Islem Tarihi 17 karakter, "yyyyMMdd HH:mm:ss"
rnd Hash karsilastirmasi icin | Sabit uzunluk, 20 karakter
kullanilacak rastgele dizedir
HASHPARAMS Hash hesaplamasi icin
kullanilan alan adlarini igerir.
Alan adlan ":" karakteri ile
eklenir.
HASHPARAMSVAL Hash hesaplamasi icin eklenen
hash alan dederlerini icerir.
Alan degerleri HASHPARAMS
alaninda ayni sirayla eklenir.
HASH HASHPARAMSVAL ve musteri
sifre alanlari igin hash
MPI Yanit Parametreleri
Alan Acgiklama Format
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basariliysa bu deder dogrudur. Eger
PARes mesaji alinmamissa ya da
imza

dogrulamasi basarisiz olursa yanhstir

mdStatus 3D islem durum kodu 1 = Dogrulanmis Islem (Full 3D)
2-3-4: kart kayith degil (half3d)
5,6,7,9: Gecerli dogrulama veya
sistem hatasi
0: dogrulama basarisiz
merchantID Uye is yeri numarasi (MPI) 15 karakter
txstatus 3D status for archival olasi degerler "A", "N", "Y"
iReqCode Istegi dogrulamak icin verinin | 2 basamakli, rakam
dizgin formatlandigini  gdsteren
ACS tarafindan saglanan kod
iRegDetail Gecersiz Istek Kodunda bazi veri
elemanlarini tanimlayan detay verisi
vendorCode iRegDetail hatasini tanimlayan hata
mesajl
PAResSyntaxOK Eger PARes dogrulamasi sentaktik | "Y" veya "N"
olarak dogruysa bu deder dogrudur,
aksi takdirde yanlistir
ParesVerified Eger imza dogrulamasinin sonucu | "Y" veya "N"

ecCi Elektronik Ticaret Gostergesi | 2 basamakli, 3D siz islemlerde bos
(Electronic Commerce Indicator)

cavv Kart gavenlik numarasi | 28 karakter, Base64 ile kodlanmis
(CardholderAuthentication bir 20 byte dederini iceren 28 byte
Verification Value, ACS tarafindan | sonug verir)
belirlenir.)

xid Benzersiz internet islem numarasi 28 karakter, base64 kodlamasi

cavvAlgorthm

Kart glvenlik humarasi algoritmasi

OlaS| deéerler "0", "1", ll2ll, l|3ll

mesajl

md Kart numarasi yerine MPI verisi Alpha-nimerik

Version MPI versiyon bilgisi 3 karakter (6rn: "2.0")

sID Sema numarasi Visa igin"1",Mastercard igin "2"
MdErrorMsg Eder var ise MPI dan gelen hata | Maksimum 512 karakter
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