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Proprietary Notice

The information contained in all sheets of this document, proposal, or quotation constitutes trade
secrets and/or information that is commercial or financial and is deemed confidential or
privileged. It is furnished to prospective customer in confidence with the understanding that
prospective customer will not, without the permission of Payten Teknoloji A.S. (from now on
called Payten), use or disclose for other than evaluation purposes the information contained
herein which is solely confidential and proprietary to Payten (“Payten Confidential
Information”). In the event a contract is awarded on the basis of this document, proposal, or
quotation, prospective customer shall have the right to use and disclose Payten Confidential
Information to the extent provided in the contract. The restriction does not limit prospective
customer right to use or disclose such information if obtained from another source without

restriction.
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3D Model

3D Model, 3D islemleri destekleyen, 6deme sayfasina temel internet entegrasyon modelidir.
Temel Ozellikler:

e 3D ile, Kredi Karti ile yapilan islemlerin glvenligini saglar.

o Uye is yeri entegrasyonu icin HTTP Post metodunu kullanir.

e Kredi karti sayfasi Uye is yeri tarafinda tutulur.

e Kredi karti otorizasyon islemlerini tye is yeri, API kullanarak yapar.

Gerekli olan tim aligveris verileri musteriden saglandiktan sonra, Uye is yeri sunucusunda
benzersiz bir Siparis Numarasi olusturulur. Bu siparis numarasi ve gerekli parametler (Siparis
tutar, para birimi, musteri adi/soyadi gibi) Nestpay' e (6deme gecidi) HTTP Post metodu ile

gonderilir.

Kart 6deme metotlarinda lye is yeri sunucusu kart detaylarini yani kart numarasi, kart
guvenlik numarasini ve son kullanma tarihi gibi bilgileri ibraz etmesi gerekir. Kart bilgileri
misteriden elde edildikten ve Siparis verildikten sonra 3D akisi (kayit ve dogrulama
sorgulamasi) baslar. 3D akisinda, musterinin 3D dogrulama bilgileri karti veren banka
tarafindan dogrulanir. Bankanin musteriyi dogrulamak igin kullandigi yontemler degisiklik
gésterebilir. Ornedin; 3D dogrulama metodunun kullaniminda bankaya gére 3D giivenlik

sifresi, tek kullanimlik sifre, givenlik sorusu gibi yéntemlerle farklilik gdsterir.

1. Kart bilgileri Nestpay tarafindan alindigi icin, mUsteri bu bilgilerin Uye is yeri tarafindan
kaydedilmedigini bilir.

2. Entegrasyon slreci kolaydir.
Bankanin SSL sertifikasi kullanilir. Bu nedenle, yazilimda modifikasyon yapilamaz.

4. Uye is yeri zorunlu olan bilgiler disinda kendi istedigi verileri de POST edebilir ve bu
bilgileri bankadan geri alir. Ornegin; kullanici adi, kullanici e-posta adresi, kullanici

kimlik numarasi gibi.
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Payten 3D Model Akisi
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3D Model Diagram

1.Hizli Baslangic¢ Kilavuzu

Baslamadan dénce:

Odeme islemlerinin sorunsuz gerceklesebilmesi igin mevcut CORS (Cross-Origin Resource
Sharing) politikaniza tarafiniza iletilen test ve prod domainlerini eklemenizi rica ederiz.
Litfen Access-Control-Allow-Origin basliginiza domainleri dahil ederek giincelleme
yapiniz.

PCI Standartlar geregi okUrl, failUrl ve callbackURL’lerin requestler igerisinde kullanilan
URL’lerin https:// oldugundan emin olunuz.

PCI standartlani geredi tarayicilarda sayfa vyapisini dedistiren harici eklentiler
engellenebilecektir. Sayfanin yapisi degistiren eklentiler kullanmadiginizdan emin olunuz.

API islemlerini API Kullanicisi ile yapiniz. Uye isyeri yéneticisi ile API’dan islem yapilmamalidir.
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1.1 Gonderilen Gizli Parametreler

Zorunlu girdi parametrelerini gizli olarak Nestpay Odeme Gegidinde yer alan

https://[host name]/fim/est3dgate linkine iletilir

clientid: Uye is yeri numarasi (Payten tarafindan verilen numaradir.)

storetype: “3d_pay_hosting” (Magaza da kullanilan 6deme model tipi)

hash: Kullanici dogrulama igin Hash degeri

hashalgorithm: Kullanic dogrulama igin kullanilan Hash algoritmasi

islemtipi: "Auth" (Satis)

amount: Tutar

currency: ISO para birimi kodu (TL igin 949)

oid: Siparis numarasi

okUrl: Payten Odeme Gegidine gelen basarili islem bilgilendirmesini (iye is yeri tarafindaki basarili islem
bildirimi icin dnceden belirlenmis olan URL' e iletilir.

failUrl: Payten Odeme Gegidine gelen basarisiz islem bilgilendirmesiniliye is yeri tarafindaki basarisiz
islem bildirimi icin dnceden belirlenmis olan URL' e iletilir.

lang: Payten 6deme sayfasinda kullanilan dil. (Tiirkge igin "tr", ingilizce igin "en")

pan: Kredi Karti Numarasi

Ecom_Payment_Card_ExpDate_Year: Kredi karti son kullanma tarihi (Yil)

Ecom_Payment_Card_ExpDate_Month: Son kullanma tarihi (Ay)

1.2 Zorunlu Parametre Seti ile HTTP Ornegi

<form method="post" action="https://host/fim/est3dgate">
<input type="hidden" name="clientid" value="990000000000001"/>
<input type="hidden" name="storetype" value="3d" />
<input type="hidden" name="hash" value="iej6cPOjDd4IKgXWQEznXWqlLzLI=" /> <input
type="hidden" name="hashAlgorithm" value="ver3" />
<input type="hidden" name="islemtipi" value="Auth" />

<input type="hidden" name="amount" value="91.96" />

<input type="hidden" name="currency" value="949" /> <input

type="hidden" name="0id" value="1291899411421" />

<input type="hidden" name="okUrl"value="https://www.teststore.com/success.php"/> <input
type="hidden" name="failUrl" value="https://www.teststore.com/fail.php"/> <input type="hidden"
name="lang" value="en" />

<input type="hidden" name="rnd" value="asdf" />

<input type="hidden" input name="pan" value="4242424242424242">
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<input type="hidden" input name="Ecom_Payment_Card_ExpDate_Year" value="28" > <input

type="hidden" input name="Ecom_Payment_Card_ExpDate_Month" value="10"></form>

1.3 3D Dogrulama

3D akisinda, misterinin 3D dogrulama bilgileri karti veren banka tarafindan dogrulanir. Bankanin
musteriyi dogrulamak icin kullandi§i ydontemler degdisiklik gosterebilir. Ornedin; 3D dogrulama
metodunun kullaniminda bankaya gére 3D glvenlik sifresi, tek kullanimlik sifre, giivenlik sorusu

gibi yontemlerle farklihk gosterir.

1.4 Odeme

MPI yanit parametreleri, (iye is yerinden gelen tim parametreler ve 3D dogrulama sonucu lye

is yerine gonderilir. MPI yanit parametrelerinin tam listesi igin bakiniz: Ek A.
Dogrulanmis Full 3D Islem icin Temel MPI Yanit Parametreleri:

Response: "Approved", “"Declined” or “Error” (Yanit Parametresi)

mdStatus: "1" 3D islem durum kodu

eci: Elektronik Ticaret Géstergesi (Electronic Commerce Indicator)

cavv: Kart glivenlik numarasi (Cardholder Authentication Verification Value, ACS tarafindan belirlenir.)
md: Kart numarasi yerine Hash

mdErrorMsg: “Authenticated” MPI hata mesajlar

xid: Benzersiz internet islem numarasi

API ile 6deme yapmak icin, gerekli API istek mesaji olusturulur ve bu mesaj Nestpay API
sunucusuna gonderilir (https://host/fim/cc5xml). (API 6zellikleri icin litfen "Nestpay Uye Is Yeri
Entegrasyon API" dokiimanina bakiniz). Islem siirece girer ve API' den yanit mesaji gelir. Bu

islem yanit parametrelerini igerir.
API istedinde asadidaki alanlar dogru gonderilmelidir.

<Number>.
<PayerAuthenticationCode>.
<PayerSecurityLevel>
<PayerTxnId>

e mdStatus = 1 (Full 3D), 2, 3 or 4 (Half 3D) durumunda:
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Number, PayerAuthenticationCode, PayerSecurityLevel ve PayerTxnld API istegi icinde

godnderilmesi gerekir. Kart givenlik numarasi (CVV2) ve son kullanma tarihi (Expiry date)
gonderilmez. MPI vyanit parametrelerinde kredi karti numarasi "md" parametresinde

gonderilir.

e mdStatus = 5, 7, 8 (MPI fallback)
PayerAuthenticationCode, PayerSecurityLevel ve PayerTxnld dederlerinin gdénderilmesine
gerek yoktur. Standart 3D olmayan API istedi olusturulur.(CVV2 ve son kullanim tarihi

gonderilir, gercek kredi karti numarasi kullanilir.)

¢ mdStatus = 0 (dogrulama basarisiz), 6 (6deme yapilamadi.)

<Number> elamani icin "md" parametre génderilmesi gerekir <PayerAuthenticationCode>
elemani igin "cavv" parametre gdénderilmesi gerekir <PayerSecurityLevel> elamani igin "eci"
parametre génderilmesi gerekir <PayerTxnld> elamani igin "xid" parametre génderilmesi

gerekir.

3D Dogrulama Sonucu Donen xid, cavv, eci ve md Degerlerinin Api ile Gonderilmesi

Api' ye gonderilen parametreler icinde kart bilgisi acik olarak yazilmaz. Kart numarasi yerine

MPI yanit parametrelerinden md parametresinin dederi kart numarasi yerine gonderilir.

<Number>540667:AD3547B4208D960B3A24422F47166B5C37BF8AE531FD43C2AB04381F34B7662B:3
128:#</Number>

Full ve half 3D islemlericin Api istedinde son kullanma tarihi (Expires), Cvv2 numarasi (Cvv2Val),

toplam tutar (Total) alanlar gonderilmez;

<Expires>***</Expires>
<Cvv2Val>***</Cvv2Val>
<Total>9.95</Total>

Uye isyeri tutarlar génderse bile dikkate alinmayacaktir, hatall tutarlar reddedilecektir.

3D sorgusunda tutar olarak ne goénderiliyor ise API’ ye o tutar post edilmeli. Cinkl son kullanici

o tutar ile kendi bankasinda dogrulama yapiyor ve o tutarin édenecegini bilir.
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Odeme islemini (ye is yeri API’ ye post edecedi igin istenilen tutari son kullanicidan cekmemesi
icin 3D sorgusundaki tutar baz alinir. Farkh tutar génderilse dahi 3D sorgusunda génderilen tutar

cekilebilmesi igin hata verilmez.

Ornek:
3D tutari : 330,30 €
API'ye iletilen tutar : 453,60 €

Bu durumda 330,30 luk tutar bankaya provizyona gonderilecektir.

1.4.1.1 API d6deme istegi:

<?xml version="1.0" encoding="ISO-88599">
<CC5Request>

<Name>apiuser</Name>

<Password>apipassword</Password>

<clientid>990000000000001 </clientid>

<IPAddress>192.169.0.76</IPAddress>

<0id>1292492233096</oid>

<Type>Auth</Type>
<Number>401550:B4DD659706E55COFDB6AE46C4746C5B368577052FAF67A6901AF6342EED6DA3B:43

51:#

</Number>

<amount>129,96</amount>

<currency>949</currency>

<PayerTxnId>IbjgznvVmFoAf99bRkOyegKQCY=</PayerTxnld>

<PayerSecurityLevel>05</PayerSecurityLevel>

<PayerAuthenticationCode> AAABBgIBEgGAAAAABcWESAAAAAAA=</PayerAuthenticationCode>
</CC5Request>

Dikkat: Bu XML de yer alan ad ve sifre elementleri liye is yeri adi ve sifresi degildir. Uye is
yerinin API kullanic bilgileri, Gye is yeri yOneticisinin yénetim ekranindan olusturdugu ad ve

sifrelerdir. API kullanicisi olusturmak igin litfen Uye is yeri Kullanici dokiimanina bakiniz.

Yanit mesajinda Response = "Approved" veya ProcReturnCode= "00" ise islemin onaylandigini

gOosterir.

1.4.1.2 Cevap Ornek Yapisi:

<?xml version="1.0" encoding="ISO-8859-2"7?>

<CC5Response>
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<0id>1292492722637</o0id>
<Groupld>1292492722637</Groupld>
<Response>Approved</Response>
<AuthCode>801022</AuthCode>
<HostRefNum>035010000340</HostRefNum>
<ProcReturnCode>00</ProcReturnCode>
<TransId>103501145290410086</Transld>
<ErrMsg></ErrMsg>
<Extra>
<SETTLEID>20101216</SETTLEID>
<TRXDATE>20101216 11:45:29</TRXDATE>
<ERRORCODE></ERRORCODE>
<NUMCODE>00</NUMCODE>
<CARDBRAND>VISA</CARDBRAND>
</Extra>

</CC5Response>

2. Temek Entegrasyonlar

2.1 HTTP Post Entegrasyonu

Gegerli bir siparis parametresi HTTP form ile gizli parametre olarak Nestpay' e gonderilir.
28 byte uzunlugundaki base-64 kodlu xid parametresi, 3D glvenli islemler igin gerekli olan
benzersiz Internet islem kimligidir. Isyeri tarafindan génderilmedigi takdirde sistem tarafindan

otomatik olarak olusturulacaktir.

2.1.1 HTTP Formunda Zorunlu ve istege Bagh
Parametrelere Ornek

<form method="post” action="https://host/fim/Nestpaygate”>

<input type="hidden” name="clientid” value="990000000000001"/>

<input type="hidden” nhame="storetype” value="3d" />

<input type="hidden” name="hash” value="iej6cPOjDd4IKgXWQEznXWqlLzLI=" />
<input type="hidden” name="trantype” value="Auth” />

<input type="hidden” name="amount” value="91.96" />

<input type="hidden” name="currency” value="949" />
<input type="hidden” name="instalment” value="" />

<input type="hidden” name="0id” value="1291899411421" />

<input type="hidden” name="okUrl” value="https://www.teststore.com/success.php” / >
<input type="hidden” name="failUrl” value="https://www.teststore.com/fail.php” />

<input type="hidden” name="lang” value="tr" />

11 | NestPay® | Merchant Integration 3D



Payten

<input type="hidden” name="rnd” value="asdf” />

<input type="hidden” input name="pan” value="4242424242424242">

<input type="hidden” input name="Ecom_Payment_Card_ExpDate_Year” value="28" >
<input type="hidden” input name="Ecom_Payment_Card_ExpDate_Month” value="10">
<input type="hidden” input name="cv2"” value="000">

<input type="hidden” input name="encoding” value="utf-8">

</form>

2.2 Kart Islemleri

Kart bilgileri onaylandiktan sonra miusteri ile 3D dogrulama akisi baslar. 3D dogrulama siireci
tamamlandiktan sonra MPI yanit parametreleri ve lye is yeri tarafindan génderilmis olan tim
parametreler 6deme yapabilmesi igin yine Ulye is yerine geri génderilir. mdStatus alaninda 3D

gutvenli islem durum kodu goérildigiinde 6deme tamamlanmis olur.

2.2.1 MPI Yanit Parametreleri

mdStatus: 3D islem durum kodu

txstatus: Arsiv igin 3D durumu

eci: Elektronik Ticaret Géstergesi (Electronic Commerce Indicator)

cavv: Kart glvenlik numarasi (Cardholder Authentication Verification Value, ACS tarafindan belirlenir.)
md: Kart numarasi yerine Hash

mdErrorMsg: MPI hata mesajlar

2.2.2 Olasi mdStatus degerleri

e 1 = Dogrulanmis islem (Full 3D)
e 2, 3,4 = Kart kayith degil (Half 3D)
e 5,6, 7, 8 = Gegerli dogrulama yok veya sistem hatasi

e 0 = Dogrulama basarisiz.

mdStatus {1,2,3,4,5,7,8} dederleri almis ise: 6deme Nestpay API tarafindan tamamlanmis

anlamina gelir.

mdStatus {0,6} ise: diger tim islemler ret edilmis ve hatal islem olarak isaretlenmis

anlamina gelir.

mdStatus {5,7,8%} ise: sanal POS saglayan bankaya 3D olmayan islem olarak déner.
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2.2.3 API istegi olusturma

3D modelde; CVV2 ve son kullanma tarihi API istedi icerisinde gonderilmez. API isteginde
gonderilmesi gereken 3D islem detaylari dogru sekilde ayarlanarak API istek mesajina gonderilir.

Bunlar:

<Number> elamani i¢gin "md" parametre ayarlanmasi gerekir
<PayerAuthenticationCode> elamani igin "cavv" parametre ayarlanmasi gerekir
<PayerSecurityLevel> elemani igin "eci" parametre ayarlanmasi gerekir

<PayerTxnId> elamani icin "xid" parametre ayarlanmasi gerekir

Bazi durumlarda (mdStatus=2) "eci" bos olabilir. Bu durumda dahi PayerSecurityLevel bos dizge

olarak ayarlanir ve génderilmesi gerekir.

API istekleri https://host/fim/api adresine gonderilir. API 6zellikleri igin litfen API Entegrasyon

Dokimanina bakiniz.

2.2.3.1 Olasi API Islem Sonuglari

e Yanit: “Approved” (Onaylanan)

ProcReturnCode "00" olur. Bu, islemin dogrulanmis oldugunu gosterir.

e Yanit: “Declined” (Reddedilen)
ProcReturnCode "00" ve "99" dan baska, sanal POS saglayan banka 2 basamakl farkh
bir sayi ile hata kodu alir. Bu mesajda sanal POS saglayan bankanin isleme onay
vermedigi anlasilir. ErrMsg parametreleri hatanin detay agiklamalarini verir. Sanal POS
saglayan bankadan gelen hata kodlarinin detayl aciklamalarinda Ek B.' deki

ProcReturnCode' a bakiniz.
e Yanit: “Error” (Hata)

ProcReturnCode "99" alir. bu mesajda; islemin sanal POS saglayan bankanin dogrulama

adiminda takildigini gésterir. ErrMsg parametreleri hatanin detayh aciklamasini verir.

2.3 Hash Kontroli

Uye is yeri parametreleri aldiktan sonra, parametreleri dogrulamak igin Gye is yeri
sunucusunda bir Hash kontrol edilmelidir. Hash kontrollini saglamak icin mesaj sadece

Nestpay'den génderilir. Hashleme yapisi igin birden fazla yéntem bulunuyor, bu yéntemlerden
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en glincel olup mevcutta kullanilan yontem Hash3 dedigimiz hashleme algoritmasidir. Bu

algoritmayi incelemek igin Hash v3 dékimanini inceleyebilirsiniz.

3. Kod Ornekleri

3D modeli alanlar icgin silrecleri izleyiniz. Degerler test amacl eklenmistir. 3D modeli 6rnek
kodlar icine eklenmistir. Uye is yerleri, hesap degisikliklerini dikkate alarak degerleri

tanimlamalidir. Bu kodlar referans olmasi agisindan olusturulmustur.

3.1 ASP Kod Ornegi

ASP Classic igin yerlesik bir SHA-512 Karma Hesaplama kitaphdi yoktur. Bu nedenle ASP klasik
kodunun, SHA 512 karma olusturma icin yerlesik bir kitapliga sahip olan C# veya VB.Net kodunu

kullanacak sekilde genisletilmesi gerekir.

<html>
<head>
<title>3D</title>
<meta http-equiv="Content-Language" content="tr">
<meta http-equiv="Content-Type" content="text/html; charset=1S08859-9">
<metahttp-equiv="Pragma" content="no-cache">
<meta http-equiv="Expires" content="now">
</head>
<body>
<!--#include file = "hex_shal_js.asp" -->
<%
Dim clientld,amount,oid,okUrl,failUrl,
rnd,taksit,islemtipi,storekey,hashstr,hash1,hash,storetype
clientId="XXXXXXXXX"
amount ="9.95"
oid =""
okUrl = "https://www.teststore.com/success.asp"
failurl = "https://www.teststore.com/fail.asp" rnd = now()
storekey = "xxxxxx" storetype = "3d" hashstr = clientld & oid & amount &
okUrl & failUrl &rnd &
storekey hash = b64_shal(hashstr)
% >

<center>
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<form method="post" action="https://<host_adrress>/<3dgate_path>">
<table>
<tr>
<td>Credit Kart Number</td>
<td><input type="text" name="pan" size="20"/>
</tr>
<tr>
<td>CVvV</td>
<td><input type="text" name="cv2" size="4"
value=""/></td>
</tr>
<tr >
<td>Expiration Date Year</td>
<td><input type="text"name="Ecom_Payment_Card_ExpDate_Year"
value=""/>
</td>
</tr >
<tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Month" value=""/> </td>
</tr>
<tr>
<td>Choosing Visa/MasterCard</td>
<td>
<select name="cardType">
<option value="1">Visa</option>
<option value="2">MasterCard</option>
</select>
</tr>
<tr>
<td align="center" colspan="2">
<input type="submit" value="Complete Payment"/>
</td>
</tr>

</table>
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<input type="hidden" name="clientid" value="<%=clientld%>"> <input
type="hidden" name="amount" value="<%=amount%>"> <input type="hidden" name="oid"
value="<%=0id%>">
<input type="hidden" name="okUrl" value="<%=0kUr|%>">
<input type="hidden" name="failUrl" value="<%=failurl%>">
<input type="hidden" name="rnd" value="<%=rnd%>" >
<input type="hidden" name="hash" value="<%=hash%>" >
<input type="hidden" name="storetype" value="<%=storetype®%>"> <input
type="hidden" name="lang" value="tr">
<input type="hidden" name="currency" value="949">
</form>
</center>
</body>

</html>

3.2 .Net C# Kod Ornegi

<% @ page language="C#" autoeventwireup="true" inherits="_3DModel, App_Web_fr4klrwv"
% >
<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN"
"http://www.w3.0org/TR/xhtmI1/DTD/xhtml1-transitional.dtd">
<html xmlIns="http://www.w3.0rg/1999/xhtml" >
<head runat="server">
<title>3D Model</title>
</head>
<body>

<%

String clientld = "XXXXXXXX";

String amount = "9.95";

String oid = "";

String okUrl = "https://www.teststore.com/success.aspx";

String failUrl = "https://www.teststore.com/fail.aspx";

String rnd = DateTime.Now.ToString();

String storekey="xxxxxx";

String storetype = "3d";

String hashstr = clientld + oid + amount + okUrl + failurl + rnd + storekey;
System.Security.Cryptography.SHA1 sha = new

System.Security.Cryptography.SHA1CryptoServiceProvider();
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byte[] hashbytes = System.Text.Encoding.GetEncoding("ISO-8859-

9").GetBytes(hashstr); byte[] inputbytes = sha.ComputeHash(hashbytes);
String hash = Convert.ToBase64String(inputbytes);
String description = "";

nn,

String xid = "";

String lang = "";

String email = "";
String userid = "";
%>
<center>
<form method="post" action="https://<Host_Address>/<3dgate_path>">
<table>
<tr>
<td>Credit Card Number</td>
<td><input type="text" name="pan"
size="20"/>
</tr>
<tr>
<td>CVvV</td>
<td><input type="text" name="cv2" size="4" value=""/></td>
</tr>
<tr>
<td>Expiration Date Year</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Year" value=""/></td>
</tr>
<tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Monthvalue=""/></td>
</tr>
<tr>
<td>Choosing Visa Master Card/td>
<td>
<select name="cardType">
<option value="1">Visa</option>
<option value="2">MasterCard</option>

</select>
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</tr>
<tr>
<td align="center" colspan="2">

<input type="submit" value="Complete

Payment"/>
</td>
</tr>
</table>
<input type="hidden" name="clientid" value="<%=clientld%>"> <input

type="hidden" name="amount" value="<%=amount%>"> <input type="hidden" name="o0id"

value="<%=0id%>">

<input type="hidden" name="okUrl" value="<%=0kUrl%>"> <input type="hidden"

name="failUrl" value="<%=failurl%>"> <input type="hidden"

value="<%=rnd%>" > <input
type="hidden" name="hash" value="<%=hash%>" > <input
type="hidden" name="storetype" value="3d" > <input
type="hidden" name="lang" value="tr">
<input type="hidden" name="currency" value="949">
</form>
</center>
</body>

</html>

3.3 .Net - VB Kod Ornegi

<% @ page language="VB" autoeventwireup="true"
inherits="_3DModel, App_Web_frdaklrwv"% >
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0
"http://www.w3.0rg/TR/xhtmI1/DTD/xhtml1-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml" >
<head runat="server">
<title>3D Model</title>
</head>
<body>
<%
Dim orgClientld As String = "990000000000001"
Dim orgOid As String = "ORDER256712jbs\j6b|"
Dim orgAmount As String = "91.96"
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Dim orgOkUrl As String = "https://www.teststore.com/success.php"
Dim orgFailUrl As String = "https://www.teststore.com/fail.php"
Dim orgTransactionType As String = "Auth"

Dim orglnstallment As String = ""

Dim orgRnd As String = DateTime.Now.ToString()

Dim orgCurrency As String = "949"

Dim clientld As String = orgClientld.Replace("\", "\\").Replace("|", "\|")
Dim oid As String = orgOid.Replace("\", "\\").Replace("|", "\|")
Dim amount As String = orgAmount.Replace("\", "\\").Replace("|", "\|")
Dim okUrl As String = orgOkUrl.Replace("\", "\\").Replace("|", "\|")
Dim failUrl As String = orgFailUrl.Replace("\", "\\").Replace("|", "\|")
Dim transactionType As String = orgTransactionType.Replace("\", "\\").Replace("|", "\|")
Dim installment As String = orglnstallment.Replace("\", "\\").Replace("|", "\|")
Dim rnd As String = orgRnd.Replace("\", "\\").Replace("|", "\|")

Dim currency As String = orgCurrency.Replace("\", "\\").Replace("|", "\|")

||A8123456\|" Replace("\ll Il\\ll) Replace(lllll |l\|||)

Dim storeKey As String

Dim plainText As String = clientld + "|" + oid + "|" + amount + "|" + okUrl + "|" + failUrl

+ "|" + transactionType + "|" + installment + "|" + rnd + "||||" + currency + "|" + storeKey

Dim result As Byte()

Dim mixer As String

Dim sha As New System.Security.Cryptography.SHA512Managed()

result = sha.ComputeHash(System.Text.Encoding.ASCII.GetBytes(plainText))
Dim hashValue As String = Convert.ToBase64String(result)

nmm,

Dim description As String =

Dim xid As String =

Dim lang As String =

Dim email As String =
Dim userid As String = "";
% >
<center>
<form method="post" action="https://<Host_Address>/<3dgate_path>">
<table>

<tr>
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<td>Credit Card Number</td>
<td><input type="text" name="pan" size="20" />
</tr>
<tr>
<td>CVvV</td>
<td><input type="text" name="cv2" size="4" value="" /></td>
</tr>
<tr>
<td>Expiration Date Year</td>
<td><input type="text" name="Ecom_Payment_Card_ExpDate_Year"
value="" /></td>
</tr>
<tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Month value=""/></td>
</tr>
<tr>
<td>Choosing Visa Master Card/td>
<td>
<select name="cardType">
<option value="1">Visa</option>
<option value="2">MasterCard</option>
</select>
</tr>
<tr>
<td align="center" colspan="2"><input type="submit"
value="Complete Payment" /></td>
</tr>
</table>
<input type="hidden" name="clientid" value="<%=orgClientld%>">
<input type="hidden" name="amount" value="<%=o0orgAmount%>">
<input type="hidden" name="0id" value="<%=0rgQid%>">
<input type="hidden" name="okurl" value="<%=0rgOkUrl|%>">
<input type="hidden" name="failUrl" value="<%=orgFailUrl%>">
<input type="hidden" name="TranType" value="<%=orgTransactionType%>">
<input type="hidden" name="Instalment" value="<%=orglInstallment%>">

<input type="hidden" name="currency" value="<%=orgCurrency%>">
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<input type="hidden" name="rnd" value="<%=orgRnd%>">

<input type="hidden" name="hash" value="<%=hash%>">

<input type="hidden" name="storetype" value="3D ">

<input type="hidden" name="lang" value="tr">

<input type="hidden" name="hashAlgorithm" value="ver2">
</form>

</center>

3.4 JSP Kod Ornegi

<% @page contentType="text/html;charset=1S0-8859-9"%>
<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01
Transitional//EN" "http://www.w3.org/TR/html4/loose.dtd" >
<html>
<head>
<meta http-equiv="Content-Type" content="text/html; charset=1S0-8859-9">
<title>3D Model</title>
</head>
<body>
<%
String clientld =
IXXXXXXXX"; String amount =
"9.95"; String oid = "";
String okUrl = "https://www.teststore.com/success.jsp";
String failurl = "https://www.teststore.com/fail.jsp";
String rnd = new java.util.Date().toString();
String storekey="xxxxxx";
String firmaadi = "xfirma";
String storetype="3d";
String hashstr = clientld + oid + amount + okUrl + failUrl + rnd + storekey;
java.security.MessageDigest shal
java.security.MessageDigest.getInstance("SHA-1");
String hash =
(newsun.misc.BASE64Encoder()).encode(shal.digest(hashstr.getBytes()));
String description =

; String xid = "";

String lang="";
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String email="";

String userid="";

% >
<center >

<form method="post" action="https://<host_address>/<3dgate_path>">

<table>
<tr>
<td>Credit Card Number</td >

<td><input type="text" name="pan"

size="20"/>
</tr>
<tr>
<td>CVvV</td>
<td><input type="text" name="cv2" size="4" value=""/></td>
</tr>
<tr>

<td>Expiration Date Year</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Year" value=""/></td>
</tr>
<tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Month"value=""/></td>
< [tr>
<tr>
<td>Choosing Visa / Master Card</td>
<td>
<select name="cardType">
<option value="1">Visa</option>
<option value="2">MasterCard</option>
</select>
< /[tr >
<tr>
<td align="center" colspan="2">
<input type="submit" value="Complete Payment"/>
/td >

</tr>
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</table>
<input type="hidden" name="clientid" value="<%=clientld%>"> <input
type="hidden" name="amount" value="<%=amount%>">
<input type="hidden" name="o0id" value="<%=0id%>">
<input type="hidden" name="okUrl" value="<%=0kUrl%>">
<input type="hidden" name="failurl" value="<%=failUrl%>"> <input type="hidden"
name="rnd" value="<%=rnd%>" > <input type="hidden" name="hash"
value="<%=hash%>" <input
type="hidden" name="storetype" value="3d" > <input
type="hidden" name="lang" value="tr">
<input type="hidden" name="currency"value="949">
</form>
</center>
</body>

</html>

3.5 PHP Kod Ornegi

<html>
<head>
<title>3D</title>
<metahttp-equiv="Content-Language" content="tr">
<meta http-equiv="Content-Type" content="text/html; charset=1S0O-8859-9">
<meta http-equiv="Pragma" content="no-cache">
<meta http-equiv="Expires" content="now">
< /head >
<body>
<?php
$clientld = "XXXXXXXX";
$amount = "9.95";
$oid = "";
$okUrl = "https://www.teststore.com/success.php";
$failurl = "https://www.teststore.com/fail.php";
$rnd = microtime();
$storekey = "xxxxxx";
$storetype = "3d";
$hashstr = $clientld . $oid . $amount . $okUrl .$failurl . $rnd . $storekey;
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$hash = base64_encode(pack('H*',shal($hashstr)));
$description =

"eogxid = "";

$lang="";

$email="";
$userid="";
?>
<center >
<form method="post"
action="https://<host_address>/<3dgate_path>">
<table>
<tr>
<td>Credit CardNumber</td>
<td><input type="text" name="pan" size="20"/>
</tr>
<tr>
<td>CVvV</td>
<td><input type="text" name="cv2" size="4" value=""/></td>
</tr>
<tr>
<td>Expiration Date Year</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Year" value=""/></td>
</tr>
< tr>
<td>Expiration Date Month</td>
<td><input type="text"
name="Ecom_Payment_Card_ExpDate_Month" value=""/></td>
</tr>
<tr>
<td>Choosing Visa / Master Card</td>
<td>
<select name="cardType">
<option value="1">Visa</option>
<option value="2">MasterCard</option>
</select>
</tr>

<tr>
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<td align="center" colspan="2">

<input type="submit" value="Complete

Payment"/>

</td>
</tr>

</table>

<input type="hidden" name="clientid"

type="hidden" name="amount" value="<?php

name="oid" value="<?php echo $oid ?>">

<input type="hidden"
type="hidden" name="failUrl"
name="rnd" value="<?php echo $rnd ?>" >
<input type="hidden"

type="hidden" name="storetype" value="3d" >

name="okUrl"

value="<7?php

name="hash"

value="<?php echo $clientld ?>"> <input

echo $amount ?>"> <input type="hidden"

value="<?php echo $okUrl ?>"> <input

echo $failurl ?>"> <input type="hidden"

value="<?php echo $hash ?>" > <input

<input type="hidden" name="lang" value="tr">

<input type="hidden" name="currency" value="949">

</form>
</center>
</body>

</html>

APPENDIX A: Gegit Parametreleri

Zorunlu Parametreler

Alan Aciklama Format

clientid Uye is yeri numarasi Harf ya da rakam, maksimum
15 karakter

storetype Uye is yerinin 6deme modeli

islemtipi Islem Tipi Harf ya da rakam, gegerli

degerler{Auth, PreAuth,
PostAuth, Void, Credit}
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basarili islem bilgilendirmesini tye is
yeri tarafindaki basaril islem
bildirimi icindnceden belirlenmis olan
URL' e iletilir.

amount Islem tutarn Rakam, ondalik rakamlar *,”
veya ".” Ile aynlir. Karakter
kullaniimaz.

currency ISO para birimi kodu Rakam, 3 rakam (TL igin 949)

oid Siparis numarasi Harf ya da rakam, maksimum
64 karakter

pan Kredi Karti Numarasi Maksimum 20 rakam

Ecom_Payment_Car | Son kullanma tarihi (yil) 4 rakam

d_ExpDate_Year

Ecom_Payment_Car | Son kullanma tarihi (ay) 2 rakam

d_ExpDate_Month

okUrl Nestpay Odeme Gecidine gelen Ornek:

http://www.test.com/basarili.ph
p

failUrl Nestpay Odeme Gegidine gelen Ornek:
basarisiz islem bilgilendirmesini Gye | http://www.test.com/basarisiz.p
is yeri tarafindaki basarisiz islem hp
bildirimi igin belirlenmis URL'e iletir.

lang Nestpay 6deme sayfasinda kullanilan | Tirkge icin "tr" , Ingilizce icin
dil. "en"

rnd Hash karsilastirmasi igin kullanilacak | Sabit uzunluk, 20 karakter
rastgele dizedir

hash Kullanici dogrulama igin Hash dedgeri

Istege Baglhh Parametreler

Parameter

Description

Format

refreshtime

Saniye cinsinden yoénlendirme
sayaci dederi (okUrl veya

failUrl'ye)
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Encoding Gonderilen verinin kodlamasi. En Fazla 32 karakter
Default degeri utf-8dir
description aciklama En Fazla 255 karakter
instalment Taksit adedi Sayi
email Musteri eposta adresi En Fazla 64 karakter
firmaadi Faturalama yapilacak firma adi Maksimum 255 karakter
Faturafirma Faturalama yapilacak musteri adi Maksimum 255 karakter
Faturalama yapilacak telefon
tel numarasi Maksimum 32 karakter
Fadres Fatura 1. adres satir Maksimum 255 karakter
Fadres2 Fatura 2. adres satir Maksimum 255 karakter
Filce Faturalama yapilacak ilce Maksimum 64 karakter
Fil Faturalama yapilacak sehir Maksimum 32 karakter
Fpostakodu Faturalama yapilacak posta kodu Maksimum 32 karakter
Fulkekodu Faturalama yapilacak Ulke kodu Maksimum 3 karakter
NakliyeFirma Teslimat yapilacak firma adi Maksimum 255 karakter
tismi Teslimat yapilacak musteri adi Maksimum 255 karakter
tadres Teslimat 1. adres satir Maksimum 255 karakter
tadres2 Teslimat 2. adres satir Maksimum 255 karakter
tilce Teslimat yapilacak ilce Maksimum 64 karakter
til Teslimat yapilacak sehir Maksimum 32 karakter
tpostakodu Teslimat posta kodu Maksimum 32 karakter
tulkekod Teslimat yapilacak llke kodu Maksimum 3 karakter
id1 1. drin Id Maksimum 128 karakter
itemnumberl 1. Grdn numarasi Maksimum 128 karakter
productcodel 1. Grin Gretim kodu Maksimum 64 karakter
qtyl 1. Grin miktan Maksimum 32 karakter
descl 1. Grinin agiklamasi Maksimum 128 karakter
pricel 1. Grln birim fiyati Maksimum 32 karakter
1. Grdn miktan X 1. Grdn birim
amountl fiyati Maksimum 32 karakter
Islem Yanit Parametreleri
Parameter Description Format
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AuthCode Islem dogrulama / Onaylama | 6 karakter
kodu
Response Odeme durumu Olasi degerler: "Approved", "Error",
“Declined”
HostRefNum Banka referans kodu 12 karakter
ProcReturnCode Islem durum kodu 2 basamakli,
onaylanmis: "00"
Nestpay hatasi: "99"
Diger hatalar: ISO-8583 hata kodlari
Transld Islem numarasi Maksimum 64 karakter
ErrMsg Hata mesaji Maksimum 255 karakter
Clientlp Musterinin IP adresi Maksimum 15 karakter
ReturnOid Dbénen siparis numarasidir ve | Maksimum 64 karakter
girilen ile ayni olmahdir
MaskedPan Maskelenmis kredi karti | 12 karakter, érnek: XXXXXX***XXX
numarasi
EXTRA.TRXDATE Islem Tarihi 17 karakter, "yyyyMMdd HH:mm:ss"
rnd Hash karsilastirmasi igin | Sabit uzunluk, 20 karakter
kullanilacak rastgele dizedir
HASHPARAMS Hash hesaplamasi igin
kullanilan alan adlarini igerir.
Alan adlan ":" karakteri ile
eklenir.
HASHPARAMSVAL Hash hesaplamasi icin eklenen
hash alan dederlerini icerir.
Alan dedgerleri HASHPARAMS
alaninda ayni sirayla eklenir.
HASH HASHPARAMSVAL ve musteri
sifre alanlari icin hash
MPI Yanit Parametreleri
Alan Acgiklama Format
mdStatus 3D islem durum kodu 1 = Dogrulanmis Islem (Full 3D)

2-3-4: kart kayith dedil (half3d)

5,6,7,9: Gegerli dogrulama veya
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sistem hatasi

0: dogrulama basarisiz

basariliysa bu deder dogrudur. Eger
PARes mesaji alinmamissa ya da
imza

dogrulamasi basarisiz olursa yanlistir

merchantID Uye is yeri numarasi (MPI) 15 karakter
txstatus 3D status for archival olasi degerler "A", "N", "Y"
iReqCode Istegi dogrulamak icin verinin | 2 basamakli, rakam
dizgin formatlandigini  gdsteren
ACS tarafindan saglanan kod
iRegDetail Gecersiz Istek Kodunda bazi veri
elemanlarini tanimlayan detay verisi
vendorCode iRegDetail hatasini tanimlayan hata
mesajl
PAResSyntaxOK Eger PARes dogrulamasi sentaktik | "Y" veya "N"
olarak dogruysa bu deder dogrudur,
aksi takdirde yanlistir
ParesVerified Eger imza dogrulamasinin sonucu | "Y" veya "N"

eci Elektronik Ticaret Gostergesi | 2 basamakl, 3D siz islemlerde bos
(Electronic Commerce Indicator)

cavv Kart guvenlik numarasi | 28 karakter, Base64 ile kodlanmis
(CardholderAuthentication bir 20 byte dederini iceren 28 byte
Verification Value, ACS tarafindan | sonug verir)
belirlenir.)

xid Benzersiz internet islem numarasi 28 karakter, base64 kodlamasi

cavvAlgorthm

Kart glvenlik numarasi algoritmasi

olasl degerler "0", ||1ll, ll2ll, I|3"

mesajl

md Kart numarasi yerine MPI verisi Alpha-ntmerik

Version MPI versiyon bilgisi 3 karakter (6rn: "2.0")

sID Sema numarasi Visa igin"1",Mastercard igin "2"
MdErrorMsg Eder var ise MPI dan gelen hata | Maksimum 512 karakter
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